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WALTHAMSTOW ACADEMY

JOB DESCRIPTION - ICT TECHNICIAN

Job Purpose
· to provide responsive, high-quality IT support to staff and students, keeping the Academy’s devices, cloud services, classroom technology, telephony and network running smoothly and securely
· to support the day-to-day management of a modern, cloud-first environment built on Microsoft 365, Microsoft Intune and Microsoft Entra ID (Azure AD), alongside Apple macOS and Google ChromeOS devices
· to build effective relationships with staff and students, understanding their needs and helping them make confident, safe and effective use of technology for teaching, learning and administration

Responsibilities
Working under the direction of the ICT Network Manager, the post holder will:
User Support and Service Desk
· provide first and second line support to staff and students in person, remotely and through the IT helpdesk, logging, prioritising and resolving tickets within agreed service levels
· diagnose and resolve hardware, software, operating system, account and connectivity issues on client devices, escalating to the ICT Network Manager or third-party suppliers where appropriate
· provide urgent classroom support so that disruption to teaching and learning is kept to a minimum
· produce clear how-to guides and knowledge base articles, and deliver informal training to help users become more self-sufficient
Windows 11 Endpoint Management (Intune and Entra ID)
· build, enrol and deploy Windows 11 devices for staff and students as Microsoft Entra ID (Azure AD) joined devices managed through Microsoft Intune, including Windows Autopilot provisioning
· monitor device compliance, configuration profiles, Windows Update rings and BitLocker encryption, and remediate non-compliant devices
· reset, wipe, re-provision and retire devices securely in line with Academy policy
Apple Mac Devices (Music Suite)
· set up, maintain and troubleshoot the Apple Mac minis in the music suite, including macOS updates, user access, peripherals (audio interfaces, MIDI keyboards) and specialist music software
Chromebooks
· enrol Chromebooks into the Academy’s Google Admin console and manage them locally day to day (organisational units, user access, policies, updates and troubleshooting)
· liaise with the third-party management provider on escalations, repairs and policy changes
User Accounts and Identity
· create, amend and remove staff and student accounts and groups in the on-premises Active Directory, ensuring they synchronise correctly to Microsoft Entra ID and Microsoft 365 (hybrid identity)
· manage Microsoft 365 licences, shared mailboxes, distribution lists, Teams and SharePoint/OneDrive access
· support password resets, self-service password reset (SSPR) and multi-factor authentication (MFA) enrolment, and carry out starter and leaver processes promptly
Software and Online Platforms
· deploy, update and maintain Microsoft 365 Apps (Office suite) through Microsoft Intune
· package, deploy and support additional software through Intune or local installation as appropriate, as directed by ICT Network Manager, and manage licence assignment
· support staff and students with the online platforms used by the Academy, including account provisioning, access issues and single sign-on
· maintain accurate records of software licences and ensure compliance with licensing agreements
Security and Endpoint Protection
· monitor the ESET management console (ESET PROTECT) dashboard and ESET Management Agent status, responding to detections, alerts and outdated or unprotected devices
· troubleshoot ESET agent and endpoint protection issues, and ensure protection is deployed to all managed devices
· apply security, data protection (UK GDPR) and acceptable use policies in line with United Learning guidance, ensuring users have access only to appropriate systems and data
· support the Academy’s filtering and monitoring arrangements in line with Keeping Children Safe in Education and the DfE digital and technology standards, reporting any safeguarding concerns immediately
Classroom Technology and AV
· maintain and troubleshoot interactive boards and panels, projectors, visualisers, speakers and associated software across the Academy
· set up and support IT and AV equipment for Academy events, exams and meetings
Networking, Wi-Fi and Cabling
· support the wired and wireless network, including the Staff, Student, Guest and BYOD Wi-Fi networks, resolving connectivity issues and helping to onboard devices securely
· carry out passive cabling tasks such as patching, testing, labelling and tracing network points, and keep comms cabinets tidy and documented
· assist the ICT Network Manager with switch, access point and other infrastructure changes
Telephony
· create, modify and remove telephone extensions, including user assignment, display names, call groups, voicemail and call forwarding, as part of starter, leaver and room-move processes
· troubleshoot telephony issues such as handset faults, registration and connectivity problems, call quality, voicemail and call routing, escalating to the telephony provider where required
· deploy, configure and maintain desk handsets and related equipment, and keep an up-to-date directory of extensions
Backup and Recovery
· monitor daily backup jobs, investigate and report failures, and carry out data restores on request
· perform regular scheduled test restores to confirm backups are valid and recoverable, and record the results
Assets, Printing and Documentation
· maintain an accurate asset register of hardware, software and loan equipment, including the issue and return of devices
· maintain printing services, including print queues, multifunction devices and consumables, liaising with suppliers as required
· arrange engineer call-outs, warranty repairs and supplier visits, and supervise contractors on site
· keep technical documentation, network records and procedures up to date
General
· be familiar with all United Learning ICT policies and ensure they are fully implemented
· keep up to date with developments in Microsoft 365, Intune, education technology and cyber security
· support Academy events as required (inside core hours)
· carry out any other relevant duties as may reasonably be required

Links
· to report to the ICT Network Manager
· to work closely with the IT Team and the SLT line manager
· to maintain good relations with external providers, agencies and suppliers, including managed service providers
· to work with the United Learning ICT team as required, who will offer support and guidance
· to maintain good communications and working relationships with staff at all levels, ensuring their ICT needs are met promptly and efficiently
· to attend United Learning, Academy and team meetings as required
· to participate in agreed professional development activities and the Academy’s framework for performance development

Knowledge and Experience
Essential
· experience of supporting Windows 11 devices and Microsoft 365 in a business or education environment
· working knowledge of Microsoft Intune and Microsoft Entra ID (Azure AD), and of on-premises Active Directory
· good understanding of networking fundamentals (TCP/IP, DHCP, DNS, VLANs, Wi-Fi)
· strong troubleshooting skills and a methodical approach to problem-solving
· excellent customer service and communication skills, with the ability to explain technical issues to non-technical users
· ability to prioritise a varied workload and work calmly under pressure
· commitment to safeguarding and data protection
Desirable
· experience of supporting macOS and ChromeOS devices (Google Admin console)
· experience of ESET PROTECT or a similar endpoint protection platform
· experience of supporting interactive boards and classroom AV
· experience of supporting business telephony systems (VoIP/hosted or on-premises)
· experience of structured cabling and backup solutions
· relevant qualification or certification (e.g. CompTIA A+/Network+, Microsoft 365 Certified: Endpoint Administrator Associate)
· previous experience of working in a school or academy

The job description is not necessarily a comprehensive definition of the post. It will be reviewed regularly and may be subject to amendment from time to time after consultation with the post holder and without changing the level of responsibility of the post.
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