IT NETWORK MANAGER
JOB DESCRIPTION

	William Farr CE Comprehensive School

JOB DESCRIPTION


	JOB TITLE:
	IT / NETWORK MANAGER

	POST HOLDER:
	

	GRADE:
	WFPS 8

	REPORTS TO:
	Headteacher (or other designated SLT member)

	Hours Worked per Week:
	37

	Weeks Worked per Year:
	52

	Holiday Entitlement:
	Holiday Entitlement: 27 days, rising to 32 days after 5 years’ service (beyond SCP 22). plus Public Bank Holidays


	1.
	PURPOSE OF JOB: 
· To manage/develop as required the schools IT systems and supervise IT support staff.
· To assist with the strategic planning and specification of school-wide ICT in conjunction with the SLT.
· To keep appropriate records of expenditure, of hardware and software, and of support requests and actions taken.
· To implement procedures and provide technical support in line with the school’s ICT support service definition.
· To support and advise pupils and staff in the appropriate use of ICT.
· To monitor and assist in the management of the school’s ICT support service.
· To work with the school’s leadership team to deliver a safe, effective ICT resource for use by pupils and staff.


	2.

	MAIN RESPONSIBILITIES, TASKS & DUTIES
	The Installation and Maintenance of the School’s ICT Resource


	1)
	Desktop and Application Support
· Perform advanced diagnosis procedures on PCs, peripherals and applications.
· Advise on compatibility of hardware, applications and operating systems, according to user requirements.


	2)
	Server and Network Support
· Design, implement and reconfigure network infrastructure to meet the school's requirements.
· Manage active network components including switches, routers; install additional servers and upgrade the network operating system; set up disk caches and firewalls; maintain Internet filtering systems.
· Manage remote access to the school’s intranet.
· Hyper V and virtualized environments.
· Active directory, Azure/Extra.


	3)
	Health and Safety
· Carry out basic safety checks.
· Follow relevant H&S procedures and raise awareness among staff, pupils and other users.


	The Support and Management of the School’s ICT Service


	4)
	Configuration and Installation
· Update records of installed hardware and software; maintain a software library and store original copies of installed applications.
· Design, implement, monitor and review school procedures for managing and recording installations and configuration changes.


	5)
	Continuity, Maintenance and Security
· Implement and suggest improvements to school backup, virus protection and security procedures.
· Assess risks and develop recovery procedures for key ICT systems; identify failing systems and suggest solutions.
· Develop a maintenance schedule; manage efficient implementation of backup, virus protection and security procedures, including data protection policies.


	6)
	Support Request Management
· Interpret detailed diagnostic information; monitor and manage server logs and use them to inform developments and support procedures; produce reports from support logs to provide basic management information on the volume and nature of requests.
· Prioritize resolution of problems and determine whether external support is required; allocate tasks between support staff, including recording requests, following up calls and implementing a maintenance schedule.


	7)
	Internal Support Arrangements & External Contracts
· Assist school managers in defining an appropriate support service definition and support arrangements; collate data to inform review processes.
· Interpret and report external service response data and provisionally assess effectiveness.
· Manage external contractors on the school site who have a specific ICT role.


	The Development of the School’s ICT Service (in collaboration with SLT)


	8)
	Strategy and Planning
· Plan and implement changes to the ICT service.
· Maintain an overall view of the capabilities of the school’s ICT service and contribute to continuous improvement to meet future needs.
· Own and undertake an annual review of the whole school ICT needs


	9)
	Budget and Team Responsibilities
· Manage the ICT support team’s workload and priorities; carry out annual performance reviews for other team members and negotiate specific personal development goals.
· Work as part of a team and adopt flexible working practices.
· Support the full range of financial planning for ICT, including purchase of larger items, and help to estimate future budget requirements.

	

	10)
	Personal ICT Development
Attend relevant courses and actively seek to broaden knowledge and skills relevant to responsibilities.





	3.
	MANAGEMENT OF PEOPLE 
Supervise IT Technical Support Staff.
Assist in the recruitment process.
Participate in staff appraisal and staff development.


	4.
	CREATIVITY AND INNOVATION 
The postholder will be required to be creative, for example by identifying and advising on suitable software to meet curriculum requirements.  
AI, VR

Creativity will be required in identifying, locating and finding remedies for faults.



	5.
	CONTACTS AND RELATIONSHIPS 
Day-to-day contact with Headteacher (or designated SLT member) regarding school’s IT systems
Regular contact with teachers and other employees at the school
Contact with teachers when providing training on software applications
Contact with pupils when advising on assessment of student IT skills
Contact with suppliers of goods and services in relation to IT
Contact with parents re system logins


	6.
	DECISIONS 

	
	a) Discretion – 
Advice is not readily available, and decisions are made within a broad range of policies and procedures.


	
	b) Consequences – 
The impact would be on the quality of the IT provision to teachers and students at the school, this may be noticed immediately, and remedies may be time consuming.


	7.
	RESOURCES 
Computer network, PCs, Printers and software.


	8.
	WORK ENVIRONMENT 

	
	a) Work Demands – 
The work is subject to constant interruptions and changing demands.


	
	b) Physical Demands – 
Moving and handling of equipment, there may be prolonged periods of working at a computer, working in awkward positions, for example when connecting cables.


	
	c) Working Conditions – 
Working in a well-lit\ventilated environment, the postholder may be exposed to noise levels associated with a classroom and/or work environment.


	
	d) Work Context – 
Work is generally not contentious. The postholder may have limited exposure to abuse\aggression from pupils, parents and carers.


	9.
	KNOWLEDGE AND SKILLS 
Relevant NVQ Level 3 or equivalent qualification.
Minimum 3 years’ experience of working with systems, particularly Microsoft Cloud based applications.
Computer literate, knowledge of hardware and software applications, operating systems and software installation, internet and intranet.
Knowledge of relevant Health and Safety legislation.
Experience of staff supervision.
Safeguards tools/systems and infrastructure
Cyber security
Risk Management and supplier management
ITIL or ticketing systems and best practice
Leading people
Leading and managing change
Project Management


	10.
	GENERAL

	Job Evaluation - This job description has been compiled to allow the job to be evaluated using the GLEA Job Evaluation scheme as adopted by the County Council.


	Other Duties - The duties and responsibilities in this job description are not exhaustive 	The postholder may be required to undertake other duties that may be required from time to time within the general scope of the post. Any such duties should not substantially change the general character of the post. Duties and responsibilities outside of the general scope of this grade of post will be with the consent of the postholder.

	Equal Opportunities - The postholder is required to carry out the duties in accordance with Council Equal Opportunities policies.

	Health and Safety - The postholder is required to carry out the duties in accordance with the Council Health and Safety policies and procedures.

		All school staff have a responsibility to safeguard and promote the welfare of children and young people within the school.
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