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Prospere Learning Trust is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment. 

	Role
	Grade
	Reports to

	Senior IT Engineer
	Grade 5 - 6
	Head of IT Services



Main purpose of the job:
· To be responsible for maintaining Trust-wide IT infrastructure and supporting all aspects of teaching and learning, operational requirements, and administrative support, across identified schools within the Trust. 
· To support the development of technology for teaching, learning, communication, and administrative functions. 
· To work collaboratively with all staff and parents/carers to support student well-being and promote the values of the Trust and each school. 
· To assist the Head of IT Services and the IT Services Team to provide high-level support to all sites across the Prospere Learning Trust, and act as the escalation point of contact for on-site Technicians at assigned sites. 
· Under the direction of the Head of IT Services support the installation, maintenance, availability and security of the Trust-wide network, hardware, and software.
Key relationships:
The main contacts of the job are: Head of IT Services, Senior IT Services managers, Headteachers, nominated IT lead in each school, SLT at each school, teaching staff, other support staff, students, and external technical support services.

Please note that whilst this job description gives an indication of the key responsibilities, it is not intended to be provide an exhaustive list.

Main accountabilities:
· To manage and lead IT Technicians at allocated sites.
· To monitor all tickets assigned to allocated sites which are logged via the helpdesk, to ensure timely and well communicated resolutions by the IT Technicians. 
· To monitor and respond to all tickets which are escalated from IT Technicians via the helpdesk across allocated sites. Where needed escalate the tickets for further high-level support in collaboration with the IT Technical Manager(s) and/or the Head of IT Services. 
· To be responsible for the installation and deployment of new infrastructure hardware (servers, storage, switches, etc.) 
· To be responsible for pro-active maintenance and fault resolution of critical Trust-wide infrastructure, using the Trusts IT monitoring software. 
· To be responsible for the ownership and maintenance of the infrastructure at allocated sites (including, but not limited to): Server infrastructure (Hyper-V Failover Clusters) Storage infrastructure (Storage Arrays attached to Hyper-V Failover Cluster) Switching infrastructure (HP/Cisco core, distribution, and edge switches). 
· To be responsible for the operation and regular testing of the backup infrastructure at allocated sites (ensuring working backups, routine restore testing in sandbox environment).
· To be responsible for the ownership and maintenance of critical day-to-day operational services, including but not limited to: SIMS, PSF, Cashless Catering, access control (Inventry/Synel), CCTV systems, telephone systems etc. at allocated sites.
· To be responsible for Operating System & Application packaging, distribution, and deployment via SCCM. 
· To be responsible for the operation and maintenance of active and effective security defences across all the Trust’s networks including monitoring of Anti-Virus and Windows Updates using a combination of SCCM and WSUS. 
· To be responsible for monitoring and maintenance of the e-mail and cloud service integration across the Trust (on-premises Exchange 2016, cloud-based Office 365/Google Apps, on-premises automated account provisioning and synchronisation with cloud services). 
· To be responsible for the setting up of display media, IT and communications equipment as required across schools.
· To be responsible for implementing robust monitoring systems across the Trust IT infrastructure regarding the safe use of all IT systems in line with relevant Trust and School policies (e.g., Safeguarding, Child Protection, E-safety, Data Protection and Freedom of Information) reporting inappropriate behaviour to the relevant person as appropriate.
· To act accordingly and respond quickly to any abuse to the IT infrastructure.
· To be responsible for the production and upkeep of appropriate asset and inventory management systems for hardware (including loaned equipment), software, across allocated schools, undertaking appropriate audits as necessary and taking responsibility for ensuring that asset write off and disposal is in line with Trust policy.
· To contribute to the work of the team in the delivery of projects and support, and work alongside the Senior IT Services Team on Trust wide IT developments. 
· To Provide regular reports to line managers on the use of the services and systems, their effectiveness, and recommendations for future developments as appropriate.
· To support the maintenance and development of all IT Services documentation, including system and user manuals, disaster recovery, license agreements, and documentation and tracking of modifications and upgrades.
· To provide out of hours “on-call” support availability on a rota basis and assist where possible the Senior IT Services Team on major incidents at short notice. 
· To provide cover/additional support across the Trust as directed by the Head of IT Services. 
· To participate in training and other learning activities and performance development as required. 
· Proactively keep abreast of new IT developments, advising the leadership of the school on future developments, taking a lead on the implementation of new systems developments and enhancements of existing systems.
· Maintain professional networks and contribute to the sharing of experience and ideas with colleagues in similar roles within education, proactively looking at ways to enhance IT provision within the Trust.
· Through personal example, open commitment and clear action, ensure diversity is positively valued, resulting in equal access and treatment in employment, service delivery and external communications.
People management:
· Full line management of identified members of the Trust IT team including recruitment, probationary period management, performance management, absence management and staff development.
· To support the implementation and delivery of a robust programme of continuous professional development for the Trust IT team.
· Work as part of a team to support colleagues and contribute to the vision and ethos of the Trust.
· To support the delivery and implementation of the Trust’s IT induction, training, and development programme for all staff across the Trust.
All employees in the Trust are expected to:
· [bookmark: _Hlk69392152]Support the vision, values and objectives of the Trust and demonstrate a collaborative, team working approach to school and Trust improvement https://prospere.org.uk/about-us/vision-values
· Take appropriate responsibility and action for safeguarding, be aware of confidential issues and maintain as appropriate.
· Be aware of and comply with policies and procedures relating to child protection reporting all concerns to an appropriate person.
· Promote and act in accordance with the Code of Conduct and all school / Trust policies including the Health and Safety Policy, Equality Policy and Data Protection Policy
· Effectively represent the Trust when liaising with contractors and outside agencies/organisations
· Demonstrate tact and diplomacy in all interpersonal relationships with the public, pupils, parents, and colleagues.
· Take responsibility for personal professional growth and development, keeping up to date with national research, engaging proactively with nationally recognised career frameworks and professional organisations.
· Demonstrate a commitment to continuous professional development and support the Performance Management process
· Attend Trust and school events as required and make a positive contribution during such events.
· Attend regular meetings before and after Trust hours, including morning briefings.
· Carry out duties other than those listed in the job description under the direction of the headteacher where the post holder has appropriate qualifications and has received appropriate training.
The Trust will endeavour to make any necessary reasonable adjustments to the job and the working environment to enable access to employment opportunities for disabled job applicants or continued employment for any employee who develops a disabling condition.



	Person Specification
	Essential / Desirable
	Assessment stage

	Qualifications

	Attained a recognised IT qualification to a tertiary level, or proven experience at a similar level

	Essential
	Application

	Knowledge and Experience

	Strong technical knowledge of current generation Desktop and Server operating systems & applications, including:
· Windows 10
· Installation/Troubleshooting/Configuration
· Windows Server 2016/2019 (Standard and Datacenter)
· Installation/Troubleshooting/Configuration
· Group Policy
· DHCP
· DNS
· PowerShell

	Essential
	Application, Interview, Task

	Strong technical knowledge of server and storage hardware, including:
· Enterprise grade rack servers – such as Dell PowerEdge or HPe ProLiant
· Installation/Troubleshooting/Configuration
· Hardware component identification/replacement
Enterprise grade storage appliances – such as Dell PowerVault or HPe MSA

	Desirable
	Application, Interview, Task

	Strong technical knowledge of current network hardware, protocols, and software 
	Desirable
	Application, Interview, Task

	Strong technical knowledge of current Internet technologies and standards 
	Desirable
	Application, Interview, Task

	Extensive experience of IT support within education 
	Desirable
	Application, Interview

	Experience of working within a team on large scale IT projects 
	Desirable
	Application, Interview

	Awareness of current IT issues and trends 
	Desirable
	Application, Interview, Task

	Ability to conduct and direct research into IT issues as required 
	Desirable
	Application, Interview

	Proven analytical and problem-solving abilities 
	Essential
	Application, Interview

	Ability to manage own workload and allocate staff workloads, prioritise work and react to changing needs 

	Essential
	Application, Interview, Task

	Excellent written and oral communication skills, including the ability to translate technical issues to non-technical colleagues 

	Desirable
	Application, Interview, Task

	Behaviours and Values

	Enthusiastic, motivated IT professional

	Essential
	Interview

	Excellent interpersonal skills
	Desirable
	Application, Interview, Task

	Exceptional customer service orientation
	Essential
	Application, Interview, Task

	Keen attention to detail
	Essential
	Application, Interview, Task

	Self-motivation and personal drive to complete tasks to the required timescales and quality standards

	Essential
	Application, Interview, Task

	Personal commitment to ensure services are equally accessible and appropriate to the diverse needs of the service users
 
	Essential
	Application, Interview, Task

	Demonstrates a collaborative, team working approach focused on improvement and supporting the vision, values, and objectives of the organisation

	Essential
	Interview

	Demonstrate a commitment to appropriate professional standards, including core policies relating to equality and diversity and child protection

	Essential
	Interview

	Demonstrate a commitment to maintaining and developing professional knowledge and skills 

	Essential
	Application, Interview

	Tact and diplomacy in interpersonal relationships with all stakeholders 

	Essential
	Interview

	To be flexible and able to adapt and prioritise appropriately

	Essential
	Interview

	Effective staff motivation and development, including establishment of a positive performance management culture 

	Essential
	Application, Interview



Review and Amendment:
This job description is normally reviewed annually as part of the appraisal cycle. If significant changes are required, it may be amended following an individual consultation process.

All staff are expected to carry out their duties with due regard to current and future Trust policies, procedures, and relevant legislation. These will be drawn to your attention during the recruitment process, induction, staff handbook, ongoing performance development and through Trust communication.


Prospere Learning Trust is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment.
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